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Copyright
Copyright © 1998 Gdlileo International. All rights reserved.

Information in this document is subject to change without notice. The
software described in this document is furnished under alicense
agreement or nondisclosure agreement. The software may be used or
copied only in accordance with the terms of those agreements. No part of
this publication may be reproduced, stored in aretrieval system, or
transmitted in any form or any means eectronic or mechanical, including
photocopying and recording for any purpose other than the purchaser’s
persona use without the written permission of Galileo International.

Trademarks

Gdlileo International may have patents or pending patent applications,
trademarks, copyrights, or other intellectua property rights covering
subject matter in this document. The furnishing of this document does not
give you any license to these patents, trademarks, copyrights, or other
intellectua property rights except as expresdy provided in any written
license agreement from Gdlileo.

All other companies and product names are trademarks or registered
trademarks of their respective holders.
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Introduction

This document has been put together in response to customers requirements
where conflicting 3’ d party software does not allow the use of Nortel Extranet,
provided for by Galileo Southern Cross when installing Focal PointNet.

Thisguideisintended as an ad for instaling and configuring FocalpointNet
single or multi user environment on a Windows 2000 Professional machine.
This guide isin response to customer requests and does not condtitute a
released or supported product. The following documentation is based on
internal testing at Galileo Southern Cross. These procedures may vary
depending on individua site requirements and server administration
differences.

This solution is not supported by Galileo Southern Cross Service Centre, and

troubles experienced by users using this method of connectivity must
understand that there is no service level agreement.
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Requirements

The following hardware and networking must be installed and functioning
before Focal pointNet is configured and installed:

- | SP access and Internet connectivity.

IMPORTANT:
Windows NT Administration password is required.

Assumptions

This guide is intended to document the process for ingtalling VPN
Connectivity, however, these procedures cannot duplicate the process that will
be required for every ingtallation. The following assumptions apply to this
guide:

1 The user has aready installed Focalpoint 3.50.21 and Wingate (if
multi-user environment) and found that Nortel Extranet is
incompatiable.

2. The drive locations will vary depending on your server
environment. For this document, the following standards apply:

Drive C designates the locd drive of the W2K machine.
Drive A designates the floppy drive.
Drive D designates the CD-ROM drive.
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Adding VPN account

ENSURE YOU ARE LOGGED IN AS THE
ADMINISTRATOR

Right click on the My Network Places icon on your
desktop and select properities,

9 Network and Dial-up Connections =10l x|
J File Edit ‘iew Favorites Tools Advanced Help ﬁ
J 4=EBack - = - | i@ search  [yFolders  C#History | B G = | [£5~

J Address I Metwork and Dial-up Connections j o

e T | = ﬁ = 1
L == g i
Iake Mew Local Area Bigpaond

Netwbrk and Dial- Commection  Conneckion
up Connections

This Folder contains netwark,
connections Far this computer, and

a wizard ko help vou create a new
connection. .

To create a new connection, click
Make Mew Connection.

To open a connection, click its icon,

To access settings and components LI

~F 2 carmackian viakkaclicl ke icam

|3 objectis) S

Select the Make New Connection icon to launch the
Network Connection Wizard as pictured next.

Network Connection Wizard

Welcome to the Network
Connection Wizard

Uzing thiz wizard you can create a connection to ather
computers and network s, enabling applications such as
e-mail, Web brawsing, file sharing, and printing.

To continue, click Nest.

¢ Back I Mext » I Cancel
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Metwork Connection Wizard

Metwork Connection Type
You can chooge the twpe of network. connection pou want to create, bazed on

your hetwork, configuration and your netwarking needs.

" Dial-up to private network
Connect uzing my phone line [modem or IS0

" Dial-up to the Internet
Connect to the Intermet uzing my phone line [modem or [SOM].

{* Connect to a private network through the Internet
Create a Virtual Private Metwork [YFM] connection or 'tunnel’ through the Internet.

" Accept incoming connections
Let other computers connect to mine by phone line, the Internet, or direct cable.

" Connect directly to another computer
Connect uzing my genal, parallel, or infrared port.

¢ Back I MNest » I Cancel |

Select the 3" Radio option, Connet to a private network
through the internet, then select next
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The Public Window displays next.

This screen will dlow the opportunity to establish the ISP connection if no
connection is present when connecting the VPN tunnel.

It is recommended that you change the default to “Do not did theinitia
connection”.

Network Connection Wizard

Public Network
Windows can make sure the public network, iz connected first,

Windows can automatically dial the initial connection to the Intemet or other public
network, before eztablishing the virtual connection.

* Do not dial the initial connection

T futomatically dial this initial connection;

| Jid|

¢ Back I Mewt » I Cancel

The default is the lower radio button.

Change this to the UPPER radio button then select next.
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The Degtination Address window will display.

MNetwork Connection Wizard

Destination Address
‘Wwhat iz the name or address of the destination?

Type the hozt name ar IP address of the computer or network; ba whick you are
connecting.

Hoszt niame or IF address [such az microsaft.com or 123,456,738
FPMETPPTF.GALILE O COM

< Back I Hext » I Cancel

Type FPNETPPTP.GALILEO.COM
and then select next.

Metwork Connection Wizard

Connection Availability
Y'ou may make the new connection available to all uzers, or just yourzelf,

“'ou may make thiz connection available to all uzers, or keep it only for pour own uze. A
connection stored in your profile will not be available unless you are logged on.

Create this connection;

€ Orly for myself

¢ Back I Mest » I Cancel

Select “For all users” and then select Next
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The Completing the Network Connection Wizard window will display next.

Metwork Connection Wizard

Completing the Network
Connection Wizard

Type the name you want to use for this connection:

IGaIiIea WP

To create thiz connection and save it in the
Metwork and Dial-up Connections folder, click
Finigh.

To edit this connection in the Metwork and Dial-up
Connections folder, select i, click File, and then click
Properties.

v Add a shorbcut to my desktop

¢ Back I Finigh I Cancel |

Give the Connection a name such as “Galileo VPN”

i0

IO

Check the Add shortcut to Desktop

Select FINISH.

o
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Customising the VPN Properities

Connect Galileo ¥PN el

I zer name:

Pazzward: I

[~ Save Pazzward

Connect I Cancel | Properties Help

Having ended the wizard this screen will automaticaly display.

Click the Properties Button

2%
General IDptinn&I Securityl Netwnrkingl Sharingl

Hozt narme ar IP address of destination [such az microzoft. com or
123.45.6.78)

FPHETFPTP.GALILEO.COR

— Firzt connect

Windows can firzt connect the public network, such az the
Internet, before tring to establish this wirtual connection.

™| Dial anather conmection first:

| 5

v Shaw icon in taskbar when connected

0K I Cancel
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Select the Networking Tab

2%

Genelall Dptionsl Secuity  Metwaorking | Sharingl

Type of W¥PH server | am calling:

S - |

Settingz |

LComponents checked are uzed by this connection:

A Internet Protocol [TCPAF)]

B! File and Printer Sharing for Microsoft Metworks
Cligtt for Microsoft Metworks

Inztall... Urinztall Froperties

Description

Tranzmigzion Control Protocol/ntermet Pratocol. The default
wide area network, protocaol that provides communication
across diverse interconnected nebworks.

QK I Caticel |

Ensure INTERNET PROTOCOL (TCF/IP) is highlight then

Click on Properties
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Internet Protocol (TCP/IP) Propetties x|

General

ou can get 1P zettings aszsigned automatically if your network
supparts thiz capability. Othenwize, you need to azk pour netwark,
admiriztratar for the appropriate IP zettings.

{=" ifibtain an [P address automaticallé

—{ Usze the following IP address;

1P address: I . . .

' Obtain DNS server address automatically

— Use the following DMS server addiesses:

Ereferred DNS semven I . . .
Slternate DHS sepver I . . .

Advanced... |

ak. I Cancel

The above diadogue box will digplay.

Ensure that the two default options are set to obtain automatically.

Click on Advanced
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Advanced TCP/IP Settings el 4

General | DN | WINS | Options |

This checkbox only applies when you are connected to a local
network, and a dial-up network, simultaneously. when checked, data
that cannot be zent on the local network iz fonwarded to the dial-up
netwark,

v ilze default gateway on remote networki

Ok, I Cancel I

The Advanced TCP/IP Settings window will display and it will default with
the check box for “Use default gateway on remote network” selected.

Uncheck this option and click OK
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Thiswindow will redisplay.

Generall Dptinnsl Security  Metworking |5haring|

Type af ¥PH zerver | am calling:

Settingz |

LComponents checked are uzed by this connection:
T Internet Protoc

otocal [TCRAP)
=i File and Printer Sharing for Microzoft Metworks
Client for Microzoft Wetwork:

Install. . Urinztall Froperties

Dezcrption

Tranzmigzion Control Protocol/intermet Protocol. The default
wide area netwark, protocol that provides communication
acrozz diverze interconnected networks.

(] I Cancel

Click OK

Connect Galileo ¥PN

Lzer name:

Pazzward: I

[~ Save Password

Connect I Cancel

Properties Help

Thiswindow will redisplay.
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Setting the Galileo Userid &
Password

Gadlileo Southern Cross will dlocate a Client ID, which is also the User name
and a Galileo Terminal ID (GTID), which is also the password. These fields
are case sensitive and must be in UPPER case.

Connect Galileo ¥PN

Uzer name: & dministratar

Pazzword: I

[~ Save Password

LConnect I Cancel | Properties | Help |

Type your client id and GTID in upper case

In this example the Client ID is G0082880. The Password will aways appear
as asterixs.

Connect Galileo ¥PN

User name: |Gunszssu

Pazzword: I ““““““

[~ Save Password

Connect I Cancel | Properties | Help

Click Save Password
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Default VPN Properities

The following screen shots are of al other settingsin the VPN properties.

In testing these settings were found to be the defaults and therefore should

not need to be changed.

21

General Dptions |Sscuﬂly| Nslwurkmgl Sharingl

~ Dialing option:
v iﬂ\splap progress while connecting

v Prompt for name and password, certificate, etc.

™ Inchide Windows logon domain

i~ Redialing option:

Redial attempts: 3 =

1 minute =
never ha

Time between redial attempts:

Idle time before hanging up

™ Redial if ne is dropped

leo ¥PN Propetties E x|
Genera\l Dpliunsl Securityl Metworking  Sharing I
@B Itemet Connecton Shaiing allws ther computers on your

T local netwark ta access extemal resources through this
cannection.

[~ Shared acc

Local netwark aperation may be mamentarily disrupted.

I™ iEnable Intemet Connection Sharing for this connection:

= On-demand digling

iith oncdemand dialing, when another eomputer an pour local
network attempts to access esternal resources, this connestion
will be disled automatically.

¥ Enabie on-demand|dialing

Settings

Cancel |

Cancel

2l

Genera\l Dptions  Secuity Nelwurklngl Shaﬂngl

— Security optior

Validate my identity as follows:

IHequira zecured passwaord j

™ Automatically use my Windows logon name and
pasaword [and domain if any)

[V Fiequire data encryption (disconnect if none]

" Advanced [custom settings]

Using these seftings requires a knowledge Seliings |
of security pratocols, =

2lx
Gsnelall Elpllunsl Security  Metwarking IShanngl

Type of VPN server | am calling

Seflings

LComponents checked are used by this connection:

Client far Microsaft Networks

Install... Uninstal Properties

r— Description

Transmission Contral Protocol/Intemnet Pratocol. The default
wide area netwark. pratocol that provides communication
across diverse interconnected netwarks.

Cancel |

Cancel
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; 2xl Advanced TCP/. 4|
General  DMNS IW’INS I Dplions' Genera\l DN WINS |Dptions|
DMS server addresses, in order of use: WINS addresses, in order of use:

=
]

fdd. Edit.. Femoye |

The following three settings are applied to all connections with TCPAP Add... Edit... Hemaye I
enabled. For rezolution of unqualified names:

' Append primary and connection specific DNS suffixes
¥ &ppend parent suffizes of the primary DNS suffis IFLMHOSTS lookup is enabled, it applies to all connections for which
TCPAP bled
© tippend these ONS suffives [in order] 18 Enas

s ¥ Enable LMHOSTS lookup |mport LMHOSTS...
5l

bod. || Ede. || Femeve |

DM suffix for this connection: I

|v Beaister this connection's addresses in DNS
[~ Use this connection's DMS suffix in DNS registration

ok | cancel | Cancel

/IP Settings x|

General| DNS | wiNg  Options

Optional ettings: I n t&l ng th% %ttl ngS Were

| ity

found to be the defaults and
therefore should not need to be

Froperties | Charlgaj

i Description:

IP security protects the confidentiality, integrity and authenticity of 1P
packets between bwo computers on a netwark. [P security settings
apply to all connections for which TCRAP is enabled

Cancel
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Connecting the VPN

Display the Galileo VPN icon by right clicking on My Network places and

selecting properties.
1 Network and Dial-up Connections 10| x|
J File Edit ‘iew Faworites Tools Advanced Help ﬁ
J 4=Eack ~ = - | @ search  [yFolders ¢ #History | o 02 = oy | [£5~
J Address I Metwork and Dial-up Conneckions
=g N
= L = L4 L&
e Make New Local Area Bigpond
Nebwork and Dial- Cornection  Conneckion
up Connections
Galileo ¥PN
Type:
Wirkual Private Metwork Connection
Status: Disconnecked
|1 ohject(s) selected v

Y ou may aso have a shortcut on your desktop as per the wizard step
mentioned on page 10.

Click on the Galileo VPN icon

Connect Galileo ¥PN

User name: |Gnnezeeu

Pazzword: I ******

[~ Save Password

LConnect I Cancel | Froperties | Help

Click on the Connect button
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The following will appear during the connection process.

Connecting Galileo ¥PN...

1 Connecting to FPMET GALILED.CORM
L

Connecting Galileo ¥PN...

EI';‘- Fiegistering your computer on the network. ..

T

Connecting Galileo ¥PN...

7 “erifying username and password...
L

When the connection is successful it will minimise itsdf onto the task bar.

Care should be taken when troubleshooting as this icon will look the same as
the bigpond icon and the eternet card icon.

Floating your mouse over the icons will display which is which.
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Route Add Statement

Display your IP addresses via the command prompt

MWINNT System 32 cmd.exe

C:~>IPCONFIG

Hindows 2888 IP Configuration

Ethernet adapter {8AE3A116-1EBB-4B32-991F-531FF34EBA?3>:

Connection—specific DMS Suffix
IP Address. . . . . - . . . .

Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

Ethernet adapter Local Area Connection:
Media State . . . . . . . . . . Cable Disconnected

PPPF adapter Galileo UPHN:
Connection—specific DMS Suffix
IPF Address. . . . .

Subnet Mask . . . .
Default Gateway . .

172.20.51.2108
255 .255.255.255

The PPP Adapter Galileo VPN IP address will display.
Gdlileo will advise your IP address.
In the above example 172.20.51.210 has been alocated to the machine.

If the IP address that is allocated to yourself is 172.20.X.X then you can
ignore the rest of this chapter.
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If your IP addressis 172.21.0.0 or higher you will need to add a route
command to your machine.

C:AWINNT System32' crnd.exe
Default Gateway

Ethernet adapter Local Area Connection:
Media State : Cable Disconnected
PPP adapter Bigpond:

Connection—specific DNS Suffix . :
IP Address. . . . . - . . . - . . = 2083.54.163.3%9

Subnet Mask = 255.255.255 255
Default Gateway - 283.54.163.39

PPP adapter:

Connection—specific DNE Suffix . :

IP Address. . . . . - . .« - - . . = 172.21.88.111
Subnet Mask : 255 _255_255_2G5
Default Gateway H

In the above example the IP address alocated by the Galileo VPN is
172.21.80.111. Asthisis higher than 172.21.0.0 aROUTE ADD command
needs to be added.

Type route add 172.20.200.0 mask 255.255.255.0 (and
your ip) /p

CWINNT ' System32' cmd.exe

C:s>route add 172.20.200.8 mask 255.255.255.8 172.21.88.111 ~p_

Refer http://support/APS/files/1%20K nowledgeBase/K Bx%620-
%20FPN %20N ew%20D B%20with%20PPTP/APISD -
FPN%20NewDB%20with%20PPTP.htm

The /p will make this entry permanent and therefore only needs to be done
once.

The GALILEO VPN connection must be connected when making this entry.
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