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Introduction

This document has been put together in response to customers requirements
where conflicting 3’ d party software does not allow the use of Nortel Extranet,
provided for by Gdileo Southern Cross when installing Focal PointNet.

This guide isintended as an aid for ingtalling and configuring Foca pointNet
single or multi user environment on a Windows 2000 Professional machine.
This guide isin response to customer requests and does not condtitute a
released or supported product. The following documentation is based on
internal testing at Galileo Southern Cross. These procedures may vary
depending on individua site requirements and server administration
differences.

This solution is not supported by Galileo Southern Cross Service Centre, and

troubles experienced by users using this method of connectivity must
understand that there is no service level agreement.
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Requirements

The following hardware and networking must be installed and functioning
before FocalpointNet is configured and installed:

- ISP access and Internet connectivity.

IMPORTANT:
Windows NT Administration password is required.

Assumptions

This guide is intended to document the process for ingtalling VPN
Connectivity, however, these procedures cannot duplicate the process that will
be required for every ingalation. The following assumptions apply to this
guide:

1 The user has already installed Focalpoint 3.50.21, Gdileo
Desktop, Gdileo Print Manager and Wingate (if multi-user
environment) and found that Nortel Extranet isincompatiable.

2. The drive locations will vary depending on your server
environment. For this document, the following standards apply:

Drive C designates the locd drive of the W2K machine.
Drive A designates the floppy drive.
Drive D designates the CD-ROM drive.
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Adding VPN account

ENSURE YOU ARE LOGGED IN AS THE
ADMINISTRATOR

Right click on the My Network Places icon on your
desktop and select properities or select the Network icon
from the Control Panel,

iBix)
File Edit \iew Fawvorites Tools Advanced Help | a’
&9 Back — €3 - [T | ) Search | Folders | & 3 X | -

Address It}, Mebwork Connections j G0
Dial-up

Cl Bippond

. Disconnected

T L, Comexcant HCF a2 Data Fax ..
LAN or High-5Speed Internet

Local Area Connection
Mebwork cable unplugged
M Intel(R) PROJ100 W Metwork. ...

Wizard

i | Hew Connection izard

k- _J SR

|3 objects 4

Select the New Connection icon to launch the Network
Connection Wizard as pictured next.
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Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helpz you:
* Connect to the Internet.

* Connect to a private network, such az your workplace
bk,

To continue, chck Mest.

Cancel |

Select Next

New Connection Wizard

Metwork Connection Type
What do vou want to do?

" Connect to the Internet

Connect to the Intermet zo you can browse the Web and read email.

{+ Connect to the network at my workplace

Connect to a buziness network, [uging dial-up or WPM] 20 you can work from home,
a field office, or another location,

{” Set up an advanced connection

Connect directly o another computer using your zenal, parallel, or infrared poart, ar
zet up thiz computer 2o that other computers can connect ko it

¢ Back I Mewt » I Cancel |

Select the 2" Radio option, Connect to the network at my
place, then select next
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Mew Connection Wizard

Metwork Connection
How do you want to connect to the network. at your workplace?

Create the following connechon:

" Dial-up connection

Connect uzing a modem and a regular phone line or an Integrated Services Digital
Metwork [ISDM] phone line.

{= Mirtual Private Network connection

Connect o the nebwork using a wirtual private network, [YPH] connechon over the
Internet.

¢ Back I Mest » I Cancel

Select Virtual Private Network connection

New Connection Wizard

Connection Mame
Specify a name faor this connection to your workplace.

Type a name for thiz connection in the following bos.

Compary Mame

GAILEQ FPMET

For example, you could tupe the name of your workplace or the name of a server you
will connect ko

¢ Back I et = I Cancel |

Type “Galileo FPNet” in the company Name and click Next.
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New Connection Wizard

Public Network
Windows can make sure the public netwark iz connected first,

Windows can automatically dial the inibial connection ta the Intermet ar ather public
netwiork,, before establizhing the virtual connection.

' Do not dial the intial connection.

£ Automatically dial this initial connection;

¢ Back I Mewut > I Cancel

The Public Network Window displays next.

This screen will alow the opportunity to establish the ISP connection if no
connection is present when connecting the VPN tunnel.

It is recommended that you change the default to “Do not dial theinitid
connection”.

Select the dialup connection if required.

Mew Connection Wizard

¥PH Server Selection
What iz the name or addresz of the VPN server?

Type the host name or Internet Protocol (IP] address of the computer to which pou are
connecting.

Host name or IP addresz [for example, microzoft.com or 157.54.0.1 ):

FPNETPPTP.GALILED.COM|

¢ Back I Mest » I Cancel

The Destination Address window will display.
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Type FPNETPPTP.GALILEO.COM
and then select next.

New Connection Wizard

Connection Availability
You cah make the new connection available to any user or only to pourgelf,

A connection that iz created for your uge only 1z saved in your uzer account and iz not
available unlesz you are logged on.

Create this connection for:

£ My uze only

¢ Back I Mewut > I Cancel

0

Ensure “Anyone’s Use” is selected.

New Connection Wizard

Completing the New Connection
Wizard

You have succezsfully completed the stepz needed to
create the fallowing connection:

GAILED FPHNET
* Share with all uzers of thiz computer

The connection will be saved in the Network,
Connections folder.

W it.dd a zhartcut to thiz connection to my desktop

To create the connection and cloze this wizard, click Finish.

¢ Back I Finizh I Cancel

Check the Add a shortcut and press Finish.
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Customising the VPN Properities

Connect Galileo FPNet 21l

Lser name: I.-’-‘n.clministratur

Pazzward: I

[ Save this uzer name and pazsword for the following uzers;

= e only

1 Snwane whouses this computer

Connect I Cancel | Froperties | Help |

Having ended the wizard this screen will automatically display.

Click the Properties Button

& GALILED FPNET Properties ed |

General | Dptionsl Securit_l,ll Netwurkingl .t’-'«dvanc:edl

Host name or IP address of destination [such az microsoft com or

157.54.0.1):

FPHETPPTP.GALILED.COM

~First connect Thiswindow will

Windows can first connect the public netwark, such as the dIS)'
Internet, before trving to establizh this virtual connection. .

™ Dial ancther connection first;

| =

[v Show icon in notification area when connected

(] I Cancel
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Select the Networking Tab

2%

Genelall Dptionsl Secuity  Metwaorking | Sharingl

Type of W¥PH server | am calling:

S - |

Settingz |

LComponents checked are uzed by this connection:

A Internet Protocol [TCPAF)]

B! File and Printer Sharing for Microsoft Metworks
Cligtt for Microsoft Metworks

Inztall... Urinztall Froperties

Description

Tranzmigzion Control Protocol/ntermet Pratocol. The default
wide area network, protocaol that provides communication
across diverse interconnected nebworks.

QK I Caticel |

Ensure INTERNET PROTOCOL (TCF/IP) is highlight then

Click on Properties
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Internet Protocol (TCP/IP) Propetties x|

General

ou can get 1P zettings aszsigned automatically if your network
supparts thiz capability. Othenwize, you need to azk pour netwark,
admiriztratar for the appropriate IP zettings.

{=" ifibtain an [P address automaticallé

—{ Usze the following IP address;

1P address: I . . .

' Obtain DNS server address automatically

— Use the following DMS server addiesses:

Ereferred DNS semven I . . .
Slternate DHS sepver I . . .

Advanced... |

ak. I Cancel

The above didogue box will display.

Ensure that the two default options are set to obtain automatically.

Click on Advanced
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2|
General | ] | WIS |

Thiz checkbox anly applies when you are connected to a local
nebwork and a dial-up netwark. simulkaneously. Shen checked, data

that cannot be zent on the local netwark. is farwarded to the dial-up
rietork.

[ ilze default gateway an remote networki

Ok, I Cancel |

The Advanced TCP/IP Settings window will display and it will default with
the check box for “Use default gateway on remote network” selected.

Uncheck this option and click OK

O

Click Ok
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This window will redisplay.

Generall Dptinnsl Security  Metworking |5haring|

Type af ¥PH zerver | am calling:

Settingz |

LComponents checked are uzed by this connection:
T Internet Protoc

otocal [TCRAP)
=i File and Printer Sharing for Microzoft Metworks
Client for Microzoft Wetwork:

Install. . Urinztall Froperties

Dezcrption

Tranzmigzion Control Protocol/intermet Protocol. The default
wide area netwark, protocol that provides communication
acrozz diverze interconnected networks.

(] I Cancel

0

Click OK

Connect Galileo FPNek

Uzer name: I.-’-‘-.u:lministratu:ur

Pazzsword: I

[T Save thiz user name and pazsword for the following users:

% e anly

£ Arpone who uses this computer

Connect I Cancel

Froperties Help

This window will redisplay.
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Setting the Galileo Userid &
Password

Gdlileo Southern Cross will alocate a Client ID, which is dso the User name
and a Galileo Terminal ID (GTID), which is aso the password. These fields
are case sensitive and must be in UPPER case.

Connect Galileo FPNet i |

Uzer narme: I.-i'-.dministratcur

Pazswaord: I

[T Save thiz uzer name and pazsword for the following users:

% be anly

€ Arpone who uses this computer

LConnect I Cancel | Froperties | Help |

Type your client id and GTID in upper case

In this example the Client ID is G0082880. The Password will always appear
as asterixs.
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Connect Galileo FPNet 2

GO 7524

Uzer name:

Pazaword:

IV S ave this uzer name and password for the following users:

* Me only
7 Arwone who uzes this computer

Connect Cancel _ Froperties Help

Click Save Password
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Connecting the VPN

Display the Galileo VPN icon by right clicking on My Network places and
selecting properties.

[ Network and Dial-up Connections

J File Edit ‘iew Faworites Tools Advanced Help
J 4=Eack ~ = - | @ search  [yFolders ¢ #History | o 02 = oy | [£5~
J Address I Metwork and Dial-up Conneckions

T . |
Yo L T

L= Make New Local Area Bigpond Galileo YPMN
Nebwork and Dial- Cornection  Conneckion
up Connections

Galileo ¥PN

Type:
Wirkual Private Metwork Connection

Status: Disconnecked

|1 ohject(s) selected 2

Y ou may aso have a shortcut on your desktop as per the wizard step
mentioned on page 10.

Click on the Galileo VPN icon

Connect Galileo FPNet

Uszer narme: IGUU'I 524

Pazaward: I"“"

¥ iSave this user name and passward for the following users:

* Me only

™ Arwone who uses this computer

Lonnect I Cancel | Froperties | Help

X

Click on the Connect button
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The following will appear during the connection process.

Connecting Galileo ¥PN...

1 Connecting to FPMET GALILED.CORM
L

Connecting Galileo ¥PN...

EI';‘- Fiegistering your computer on the network. ..

T

Connecting Galileo ¥PN...

7 “erifying username and password...
L

When the connection is successful it will minimise itsdf onto the task bar.

Care should be taken when troubleshooting as this icon will ook the same as
the bigpond icon and the eternet card icon.

Floating your mouse over the icons will display which is which.
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Route Add Statement

Display your IP addresses via the command prompt

MWINNT System 32 cmd.exe

C:~>IPCONFIG

Hindows 2888 IP Configuration

Ethernet adapter {8AE3A116-1EBB-4B32-991F-531FF34EBA?3>:

Connection—specific DMS Suffix
IP Address. . . . . - . . . .

Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

Ethernet adapter Local Area Connection:
Media State . . . . . . . . . . Cable Disconnected

PPPF adapter Galileo UPHN:
Connection—specific DMS Suffix
IPF Address. . . . .

Subnet Mask . . . .
Default Gateway . .

172.20.51.2108
255 .255.255.255

The PPP Adapter Galileo VPN IP address will display.
Galileo will advise your IP address.
In the above example 172.20.51.210 has been alocated to the machine.

If the IP address that is allocated to yourself is 172.20.X.X then you can
ignore the rest of this chapter.
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If your IP addressis 172.21.0.0 or higher you will need to add aroute
command to your machine.

C:AWINNT System32' crnd.exe
Default Gateway

Ethernet adapter Local Area Connection:
Media State : Cable Disconnected
PPP adapter Bigpond:

Connection—specific DNS Suffix . :
IP Address. . . . . - . . . - . . = 2083.54.163.3%9

Subnet Mask = 255.255.255 255
Default Gateway - 283.54.163.39

PPP adapter:

Connection—specific DNE Suffix . :

IP Address. . . . . - . .« - - . . = 172.21.88.111
Subnet Mask : 255 _255_255_2G5
Default Gateway H

In the above example the IP address alocated by the Galileo VPN is
172.21.80.111. Asthisis higher than 172.21.0.0 aROUTE ADD command
needs to be added.

Type route add 172.20.200.0 mask 255.255.255.0 (and
your ip) /p

CWINNT ' System32' cmd.exe

C:s>route add 172.20.200.8 mask 255.255.255.8 172.21.88.111 ~p_

Refer http://support/APS/files/1%20K nowledgeBase/K Bx%620-
%20FPN %20N ew%20D B%20with%20PPTP/APISD -
FPN%20NewDB%20with%20PPTP.htm

The /p will make this entry permanent and therefore only needs to be done
once.

The GALILEO VPN connection must be connected when making this entry.
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